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Abstract
LLM-based security assistants can support vulnerability analysis,
exploitation reasoning, and mitigation planning, but outputs de-
tached from code evidence and review gates are difficult to reuse
safely. SecContext-Fin is an evidence-grounded framework that
turns a prioritized vulnerability input into auditable red-team and
blue-team analyses through four responsibilities: Evidence Fram-
ing, Context Construction, Red/Blue LLM Analysis, and Audit and
Learning. We instantiate it with FinSim and a preliminary table of
50 candidate findings produced with LLM assistance. The authors
selected a Top-10 and converted it into Security Context Cards,
prompts, and registry records. A nine-execution pilot reports after-
the-fact overlap for blind repository exploration and mean author
scores of 2.58 and 2.99 (1–3 scale) for targeted-generic and grounded
prompts, respectively. The descriptive pilot does not validate vul-
nerabilities or replace independent reviewers; it shows how explicit
evidence, uncertainty, and provenance can turn prompt-driven out-
put into inspectable SSDLC review material.
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1 Introduction
Motivation. Financial software handles authentication, trans-

action processing, token management, and personal or payment-
related data. Vulnerable code may expose confidential data, compro-
mise APIs, enable fraud, or weaken trust in digital services [10, 15].
These risks align with recurring Web application classes such as in-
jection, broken access control, cryptographic failures, and security
misconfiguration [4]. At the same time, LLM-based programming
and security assistants are becoming part of secure software de-
velopment, raising questions about how AI-assisted analysis can
remain traceable, reviewable, and grounded in evidence through-
out the Secure Software Development Lifecycle (SSDLC) [12]. For
security-oriented AI-assisted development, the central problem is
not only whether an LLM can mention plausible weaknesses, but
whether its outputs can be traced back to concrete code evidence

before they affect design, implementation, testing, or release deci-
sions [13].

Problem. Red-team and blue-team security tools require different
reasoning over the same evidence. Red-team analysis emphasizes
exploitability, preconditions, and impact, while blue-team analysis
emphasizes mitigation, validation, and prioritization [7, 8]. If such
tools are built only around free-form prompts, their outputs may be
difficult to compare, reproduce, or audit. Preliminary vulnerability
reports can provide useful evidence, but they are not final ground
truth: findings may be duplicated, partial, or dependent on code-
level confirmation.

Proposal. This paper presents SecContext-Fin, an evidence-grounded
framework and artifact package for AI-assisted red/blue security
analysis in financial software. The proposal does not replace vul-
nerability detectors, human reviewers, or secure-development prac-
tices. Instead, it defines technology-independent building blocks
that transform a prioritized Top-10 set of preliminary findings into
Security Context Cards, route these cards to complementary red/blue
prompt templates, and retain an audit registry that connects Fin-
Sim findings, prompts, LLM responses, and human validation. In
this study, the preliminary findings come from an LLM-assisted
vulnerability analysis of the FinSim codebase, not from an indepen-
dently curated benchmark. Thus, SecContext-Fin is positioned as
reusable support for security tools in AI-assisted development, not
as a claim that one model or prompt is sufficient for vulnerability
confirmation.

Contributions. The paper makes the following contributions:
• an evidence-grounded framework with four responsibili-
ties for AI-assisted red/blue security analysis with explicit
traceability from evidence to prompt, response, and review
decision;

• concrete artifacts: a Top-10 vulnerability input, Security
Context Cards, red/blue prompt templates, and a prompt-
response registry;

• a FinSim instantiation based on 50 preliminary findings pro-
duced by an LLM-assisted vulnerability analysis; and

• a pilot with three prompting conditions, each repeated three
times, comparing blind, targeted-generic, and context-grounded
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inputs through six reviewability dimensions with archived
prompt/response records.

2 Background
Financial Software Vulnerabilities. Financial applications com-

bine security-sensitive assets withWeb, API, and service integration
concerns. Prior work on fintech cybersecurity discusses phishing,
API compromise, data leakage, and fraud-oriented attacks [10],
while API-centric financial systems face risks from weak authenti-
cation, misconfigured endpoints, and insufficient access control [15].
The OWASP Top 10 provides a vocabulary for recurring Web weak-
nesses such as injection, authentication failures, security miscon-
figuration, and vulnerable components [4], categories visible in the
FinSim findings used in this paper.

Evidence, Testing, and Validation. Testing and vulnerability anal-
ysis are evidence-oriented activities: tests can reveal faults, but can-
not prove their absence; candidate findings require confirmation;
and validation depends on expected behavior, observed behavior,
and risk reduction [5, 16]. SecContext-Fin adopts the same stance:
a finding becomes useful for LLM-supported security analysis only
when its evidence, assumptions, and validation needs are explicit.

Secure-Development Frameworks. The Secure Software Devel-
opment Framework (SSDF) organizes secure development around
preparing the organization, protecting software, producing well-
secured software, and responding to vulnerabilities [12]. SecContext-
Fin uses this view to organize responsibilities, artifacts, information
dependencies, and review points. The terminology is informed by
software-architecture research on components, relationships, con-
straints, and design decisions [6, 9, 14], but SecContext-Fin does not
propose a complete architectural blueprint. Its narrower scope is to
organize evidence, cards, prompts, review records, and knowledge
reuse for AI-assisted red/blue security analysis.

3 Related Work
AI-Assisted Security. Recent work explores transformer-based

vulnerability detection at design time [3], code-property-graph rep-
resentations with neural models [17], automated pentesting and
remediation [8], and ontology-assisted vulnerability evaluation [7].
These studies show that AI can help identify, explain, or prioritize
security issues. The gap addressed by SecContext-Fin is complemen-
tary: security answers must be grounded in source-code evidence,
expose assumptions, support validation, and remain auditable be-
fore they influence secure-development decisions.

LLM-Integrated Systems. Software architecture treats architec-
ture as components, relationships, constraints, and design deci-
sions [6, 9, 14]. Recent work applies related ideas to LLM-integrated
and agent-based systems [1, 11]. SecContext-Fin uses this literature
as conceptual support, but its contribution is narrower: an artifact
package for AI-assisted red/blue security analysis, starting from
a prioritized Top-10 vulnerability input and ending in reviewable
cards, prompts, responses, and registry records.

4 SecContext-Fin Framework
Framework Scope. SecContext-Fin turns prioritized vulnerabil-

ity findings into auditable red/blue LLM security-analysis tasks.

Its scope is the analysis-support layer around the target system,
leaving model providers, IDEs, CI tools, dashboards, and deploy-
ment choices open. This separation is intentional: the framework
specifies what evidence and review responsibilities a tool should
preserve, while concrete implementations may use a chat interface,
an IDE extension, a CI workflow, or future red/blue bots.

Evidence Framing. Figure 1 is read from left to right. A security
analyst starts from the FinSim codebase and a prioritized Top-10 set
obtained from a preliminary LLM-assisted vulnerability analysis.
Evidence Framing scopes the system, the candidate finding, and the
security question; it does not confirm final vulnerability correctness.

Context Construction. Context Construction connects each Top-
10 item to source-code evidence such as files, line ranges, snippets,
and vulnerability class. The Evidence Base stores candidate facts,
the Card Builder normalizes them, and the Security Context Cards
expose fields such as finding_id, asset, code_evidence, weakness,
severity, assumptions, mitigation, and validation.

Red/Blue LLM Analysis. Prompt Orchestration uses the cards
to instantiate structured red/blue prompts. The red-team role fo-
cuses on exploitability, attacker preconditions, impact, and missing
evidence; the blue-team role focuses on mitigation, prioritization,
validation, and regression tests. These are logical tool roles, not
mandatory bots. Both roles consume the same card so that dis-
agreements or complementary recommendations can be reviewed
against the same evidence base, instead of being judged as unrelated
free-form answers.

Audit and Learning. The Audit Registry records the finding, card,
prompt, response, prompting condition, and reviewer status. It is
the framework’s traceability mechanism, keeping evidence, prompt
variant, LLM output, and reviewer decision in one auditable chain.
The Human Review Gate checks whether the LLM preserved ev-
idence, introduced unsupported claims, or produced actionable
validation steps before any review package influences triage, re-
mediation, or tests. The resulting SSDLC review package is the
handoff artifact: it keeps accepted evidence, role-specific reasoning,
mitigation tasks, validation checks, and rejected or uncertain claims.
Knowledge Reuse stores only reviewed artifacts; the dashed path
denotes reviewed rather than blind reuse. Constraints and variation
points preserve evidence and allow providers or integrations to
vary without changing the logic.

5 FinSim Case Study
FinSim and the Top-10 Input. We instantiate SecContext-Fin with

FinSim, an open-source financial simulator from Carnegie Mellon
University Software Engineering Institute [2]. FinSim models mer-
chants, credit-card processors, and banks, and includes security-
relevant concerns such as token handling, database access, con-
figuration, and dependencies. The analyzed upstream snapshot
corresponds to commit 4d7b10838a98. The archived workbook
contains 50 contiguous candidate rows, each recording a file/line,
code snippet, detection rule, OWASP mapping, likelihood, impact,
severity, confidence, mitigation, and status. It preserves neither the
exact model/prompt that generated the original LLM-assisted table
nor an independent manual or SAST validation.
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Table 1: Comparison with representative approaches; “Partial” denotes indirect support.

Approach Evidence R/B roles Human validation Auditability SSDLC link

Edit-time/graph detectors [3, 17] Code or graphs No Partial Model output Detection
PenHeal [8] System/external knowledge Pentest/remediation No required gate Partial Remediation
CVE-LLM [7] CVEs and ontologies No Expert-facing Partial Evaluation
LLM/agent architectures [1, 11] System context Partial Governance-level Conceptual General
SecContext-Fin Files, lines, cards Explicit R/B Required gate Prompt/response registry Review gates

SecContext-Fin SSDLC Framework
From Top-10 vulnerability findings to auditable red/blue LLM security tools

Security
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Constraints
Review before acceptance; preserve evidence; no LLM output as oracle.

Variation points
LLM provider | IDE, CI, or dashboard | cards, prompts, rules, or tests.

Legend: rounded region = responsibility; component = internal artifact or function; document = input/output artifact; solid arrow = information dependency; dashed arrow = reviewed knowledge reuse.

SecContext-Fin SSDLC support responsibilities

Figure 1: SecContext-Fin framework organized by responsibility. Rounded regions denote logical responsibilities; component
boxes denote internal artifacts or functions; document shapes denote input/output artifacts; arrows denote information
dependencies and reviewed knowledge reuse.

Table 2: Controlled Top-10 FinSim input used to instantiate
SecContext-Fin.

Rank Finding family Severity Use

1 SQL injection Critical R/B
2–3 Hardcoded secrets Critical Blue
4 Browser token storage High R/B
5 Token logging High Blue

6–8 Misconfiguration High Blue
9 Outdated dependency High Blue
10 Token injection High R/B

The workbook’s separate Top-10 sheet consolidates related rows
by finding family and affected asset and supplies a manual rank;
it encodes no automatic ranking formula. Critical groups precede
High groups, but remaining ordering reflects author curation. We
therefore treat the Top-10 as a prioritized input artifact, not a vali-
dated vulnerability benchmark.

Cards, Prompts, and Pilot. For each Top-10 item, we created a
Security Context Card with the affected asset, source evidence,
weakness, severity, assumptions, mitigation, and validation fields.
We then instantiated red-team prompts about attack paths and
missing preconditions and blue-team prompts about mitigation
and secure-development checks. C1 gave three agents only the
repository; C2 gave three agents the Top-10 identifier, title, and file;

Table 3: Inputs and descriptive pilot results across three runs
per condition.

Cond. Input Descriptive result

C1 Repository only 5/10 Top-10 items surfaced in all three runs; TOP-09
surfaced in 0/3; not rubric-scored.

C2 ID, title, file Mean overall reviewability: 2.58/3; evidence was often
summarized and assumptions mixed with facts.

C3 Security Context Card Mean overall reviewability: 2.99/3; files/lines and uncer-
tainty were more consistently preserved.

C3 gave three agents the corresponding card. Exact experimental
prompts, raw responses, hashes, and associations are archived. C1
is reported only as post-hoc overlap because its repository-level
discovery task was not aligned to the same tuples as C2 and C3.

The author team scored C2 and C3 with six dimensions. Trace-
ability measures links to findings, files, and lines; specificity mea-
sures target-level detail; evidence preservation measures retention
of supplied source facts; hallucination control measures separation
of confirmed, inferred, and unconfirmed claims; mitigation mea-
sures concrete repair guidance; and validation measures executable
checks. Each dimension uses 1 (absent or unsupported), 2 (partial
or generic), or 3 (explicit and actionable). A run’s overall score is
the arithmetic mean of its six dimensions, and a condition score
averages its three runs.
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TOP-09 illustrates the difference. C2 stated that Django 1.9.1
was the runtime and accumulated known vulnerabilities. C3 pre-
served only the file’s comment and documentation links as evidence,
marked the installed runtime, end-of-life status, and specific CVEs
as unconfirmed, and recommended checking the dependency be-
fore upgrading. This improves claim auditability, not vulnerability
correctness.

Execution and Review Provenance. The original execution record
did not retain the LLM model/version, decoding parameters, execu-
tion dates, or context-window configuration; exact generative re-
production is therefore not claimed. The authors applied the rubric
without blinding. No independent security-professional panel, per-
reviewer score table, or inter-rater agreement statistic was col-
lected.

6 Discussion and Conclusion
Discussion. SecContext-Fin replaces isolated prompts with a re-

viewed artifact chain linking a Top-10 finding, card, red/blue analy-
sis, registry, human review, and reuse. Shared evidence supports
red-team exploitability reasoning and blue-team mitigation, vali-
dation, and regression tests. The higher C3 mean (2.99 versus 2.58
for C2) is descriptive evidence that the cards improved the author
team’s ability to trace these outputs; it is not a statistical or inde-
pendent validation of security accuracy.

Practically, SecContext-Fin supports rather than replaces secu-
rity judgment. LLMs organize evidence and draft red/blue analyses;
reviewers decide which claims are supported and which mitigations
are actionable. This separation keeps security reasoning inspectable
and revisable as code, evidence, and organizational priorities evolve.
Accordingly, SecContext-Fin shifts evaluation from isolated LLM
answers to provenance-preserving workflows, connecting prompt
quality to reproducible reasoning, human review, and actionable
SSDLC decisions.

Open Science and AI Use. The replication package provides the
study inputs, prompts, responses, hashes, registries, evaluation
scores, and reproduction guidelines. AI tools supported grammar
revision, prompt drafting, table organization, and pilot-output com-
parison; the authors reviewed all security interpretations and paper
claims.

Threats to Validity. One system, an unvalidated 50-finding table,
a curated Top-10, and nine executions limit the study. Model and
decoding metadata were not retained, and the authors applied the
post-hoc rubric without blinding or agreement measurement. These
limits preclude generalization. Future work should add a second
system, manual/SAST validation, and 3–5 blinded professionals
with per-reviewer scores and agreement analysis.

Conclusion. This paper proposed SecContext-Fin as an evidence-
grounded framework for turning prioritized FinSim findings into
auditable red/blue LLM security analysis. Its contribution is not
an isolated LLM answer, but a compact artifact package – cards,
prompts, registry, and reviewed reuse – that turns preliminary find-
ings into SSDLC review material. The pilot supports this feasibility
claimwhile leaving vulnerability validation and effectiveness across
systems to a larger independent study.

Artifact Availability
The replication package is available at https://github.com/calif
orni/seccontext-fin. It includes the FinSim snapshot, 50-finding
workbook, curated Top-10, cards, exact C1–C3 prompts, nine raw
responses, hashes and registries, evaluation table, and reproduction
guidelines. Documentation and derived artifacts use CC BY 4.0,
scripts use MIT, and FinSim retains its upstream license.
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